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Studying the Proposed Classifier Performance of a
Hybrid Algorithm for E-mail Phishing Detection

Mohamed K. S. Khalifa !

! Computer Science Department, Faculty of Information Technology,
Sebha University - Libya

Abstract :

This research aims to study the effectiveness and performance of the
proposed classifier to detect phishing emails, because there is an
urgent need to develop information security systems that are
accurately and proactively able to recognize phishing messages due
to their increasing number and diversity of fraudulent capabilities.
Since this type of phishing message manipulates human emotions
leading to fears and creates a situation of urgency by claiming that
the recipient must take immediate and swift action, which may lead
to financial losses or significant data leakage losses. In order to
overcome the human weakness in detecting and recognizing
phishing emails, this study was conducted because we need to
continuously enhance and improve the accuracy and effectiveness
of automated and automatic phishing detection algorithms and
methods. The proposed classification model utilizes a hybrid
algorithm that combines deep learning (DL) multi-layer perceptron
(MLP) neural network algorithms and natural language processing
(NLP) methods on the body of the received email. This paper
highlights the importance of examining the textual features of the
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body of a mail message for phishing detection, using multi-layer
perceptron (MLP) neural networks to analyze the accuracy of
detecting phishing through the message text, and because text
features represent a relatively new direction of study in the field of
email phishing detection. The proposed model was tested on a
balanced and labeled dataset of 8579 different messages, and the
results showed an improvement in classification accuracy and
performance compared to other deep learning methods. The
proposed classifier model was evaluated using the following
metrics: (Recall, Accuracy, Precision, and F-measure), and the
results were obtained - 98.3%, 98.2%, 98.5%, and 98.55%,
respectively. The model also showed good performance and took a
short time to detect; to produce an overall accuracy rate of over
98.1% and a low false positive rate (FPR) of 0.015.

Keywords: Phishing Email detection, MultiLayer Perceptron
(MLP) Neural Network, Deep learning (DL), Natural language
processing (NLP), Algorithms, Information security.
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) ) VIV POV PRIV | O VS, EC A P SEC S |

coall ey dilas e daslill sliaul)l cliluall Al palial) .2
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Aadyl) o) e Gl Al Sra cial ) A pas juiss LS L3

wall Jiley o degiially Asedd) dalleadl il ciide duhall ol i
[ abls 'tokenization" il ¢ gg Y all cadan) elly 8 Las ¢ g <)
p M satl e gt JS Chuas iy - (800 lalSlly il LS Lt

gAY apd) it 4.1
Aall 1 e lasleall e 35 YT 2l Jilsy st e Alesl) 038 s
Lalal) ye CanVls Ayl Loa ) e Canl) Al Al e CasaYlg
dule e e sa5:'Python RegEX" 4 il aladials o "7 "5 1" '€") Jia
'RegEx (Regular Expression)" alasial ¢Sy ¢y Jaas J<5 Al G
A Laad 25 LY ol daad) Gandl Laas e sgind Aledaadl cilS 1) Lo (gaaill
L) el aladid o Ve 3 JKA Gmpe . sloandl cilalid) alasulg

Alal @y e clild) e palanll 34,

Function
string = re.sub(r"[*A-Za-z0-9{(),!2%"'\"1",
" ", string)
Example
Input **** | will meet you at @ ;) *****
OQutput I will meet you at 9

- hg A anall Canlats 3 J<al)

: "Tokenization" jsayl .4.1.2

Gliluall e 2ly @l ) g 580 250 S (tokenization) el dulee awd
A all o3a 8 . 'tOKENS' Shad) G0l acls clalS oda ) LAY AT L sliay
"= KA Hedad Wahaasis Jdead) ail "a split() function” Al dadag adn
ol Adee e Yt
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Input I like python

Qutput [*i’, ‘like’, ‘python’ ]

- i3 A 2l a4 IS0

s Byalil) clalSly Cadgal) cilals A1) .4.1.3

DS oy b seld GlalS 058 L sale ¢13s dails GllS o gl S
Clgal Cadanll cagys) tdia cAaar L;T PR L;i Ll s (8 Jean Y gy
Oe gl GllS A0l Laxdnad (@l L) Lag ee call Cigia el
chle e Gl ladS 1B gas (NLTK) deeshll 430 @isdl de gens
‘uitsn ‘”O” ‘u”n ‘nonlyn ‘nbeingn ‘nann 6"t00" ‘”arenlt" ‘unou ‘uoffu ) :Lt\-ﬁ
z\em‘)-.d\ w\ ‘-A‘; ijt\A n5_ S:.nu L)bﬂ-( él . LQ):\QJ ‘nmightnltu ‘nthemu
- 5l Sy il el AY3) Alaa]

For each word in words:

IF word not in stop words and
word freg[word] >= 7T

Email words.append (word)

5yl ekl Ca l) il Al 25 J<a)

: (MLP) clihal) Basia dpuand) ASadll bl ana)l) sliily Jilad aggia 4.2
25 S Al peny oL 8 (i B ssladl) (fa (lilal) Ao gane Cada ey
284S g S 2yl il 5 Ll ooy (JelSIL (35 ST a0yl e sanal
yidall aalgill ilaglae Je Al age L Al "edges” walsall aaias . "Nodes”
235 aladiuly S SV 2yls 4K o "edges” Cilsadl elis) i L il o
word’s email " el g 5K apl) Al 2355 "word frequency” dalsl

13 Copyright © ISTJ A ginae auball (5 gin
Ayl g o slell 40 sal) dlaall


http://www.doi.org/10.62341/mksk1904

International Scienceand ~ VOlume 36 ) gy pll Al il

Imtrwaational beimrs mad Taviasiags demraal

Jomoky ol Part s ey 2

http://www.doi.org/10.62341/mksk1904

pagal) Cayia Alaa ) (i) Cavian A5G Jsatiy sl A3 (g - 'frEQUENCY
-nnodeu

"o

G =" 549 3t Sl awy o 'G dua G o Sbdl sl )l Luld
VEdges’ Galsall de ganal 305 "E' g N 22al) de ganal 305"V Gus (V, E)
i o Sl aenl) lady L g IV iyl ilasyy b€ Jias N 224
IS5 4alS S Jiat oy A dgieadl) ¢ ATRVNV G "A 5y5latid) ddgpcadl)
Ll el saacly Cispal JalSIl 35 7YY 2l pon degana b ALy
B 'weights' sl oo Blue & A" digiad) i Basasall adl L Legiy
Aoyl dsiian (50 'D" Sl L) LA doylad A8 gian o) 5y "NOdES" 228l (o
Dij = 5 DIRM™N (gAYl saally 53 S o LoV o e ggiads (A"
oe Bhe "X dua X" aaiall A o Lalall dusgl) ddshas Jia S L Y Ay
& L Ayl ilalSlly g Yy Ay IS gds Ally claall Ania dighenn
) ¢lds) asgia "6~ JA miag "G bl acll Jia aladiely Laals daie

-(MLP) wladall saxaie doseanll 455N Sy

E Wo: tu
1 o 03 o o o
Email o 1 a1 o 2 o
E 03 (3] 1 [ o o1 l
N o o ] 1 .4 [ '
Helf [ o o ol 1 o
F o o ol o o 1 -
e Adjacency Matrix D
Email1
Ema Big Helr -
1 o ] o ] [
Email 2 o 1 o ] o o
Big Big 0 0 1 o a o §
W o o o 1 ] o '
Help Help ] [] o 0 1 o
For o o ] o o 1 .
Fortunes
Feature Viector Matrix X
Email2 Emal - - Helf
13 o o o o o
Conpuss Graph & Email o 13 o o o o
Big 0 ] 15 o o 0 l
Wo o o o 1.4 ] o l
Hel ] o o L] 16 ]
i o o ] o o L] q
Degree Matrix O

. (MLP) ikl sa0a5 dypanll AN bl acsyl) e p9gia 16 J<al
sl o Glgall dad Glus g f'y T piagall o Al Al 4); Jia
13l 61 (gslad Aasil) (8 ¢ pillaia (il of 8aall e Laa g "' il 13 2 )
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padiu . Lagin dpidl Jalal) o Ll o Aatll 8 clahise LS 5T il
On Al Qlual "IDF" oSall aviadd) 23)5 mllaasg —"TF" 205l mllacas
S Al and) UE g STV aplly T aladiuls Leal] 8yLaY) A Al Al

S hatid) e Gl @liuds 8 &ili J<8IDF ' TF pllas sladiad oy
dad Clua b 2dme Jg iKY dpg AWl ali)Y) Al Jiay 4l ¢SS0
e oSy Ay & LS L el A ) sae daits 'IDF 'TF
LalS I LA o3 e gggiad Al 3g S 2l by aend SlaaY) sasd
dad i ) i) AN o3 e (ggint ) g SV anall il e
eda LS (Adlly g 5V sl o g€ bl angs ¥ 4 AWSU'TF' —'IDF

LAY gAY ) Bl (e el b

Al il LS aaly Load 485 peally CPMI" Gl Alslinall clasbeall alasiad 23y
b nse 58 LS ilalkl) i) Olans 'PMI” st Sl il sl
20l daladll

_ _P@)
PMI(L]) = 5epms - - - - - (1)

& P())s P(I) ¢J" &Sy "I" &alSH glasgl ol Jasl o P(1,]) Cus
C sl e Al aun 37" S, " AWK gl

s (MLP) clidal) samie dyuanl) Auid) ciinas 4.3

'nodes’ aall e lgihus mes lostes 335 L au)ll & 'node’ sse JS
A4 ) snall daidll Jlao)) ol o 2 Lguadl Ba2all Cilagslen @y (8 Loy (3yslaall
Bagall lgatia (bl b (disea Baie ) gl Gilaglas ya Jid NN davaal)
Lalall dsal) dghian 3 A dghaall Cipn o el ehaly 3iatl . Lgasa
bl e maall g A skl Y Clgaiall (elds aaat ey cud) D" Ly
Cilgatia Ll Ohaall (e Julf 230 e Sall 0 s (B V' 80 daana Cilgatia L]
Sl ey clapll 8y sd) N gap o (S (Glly cBpiea drene
Clgaiall 538 3Uai gansgiy as ¢ Jallig i) e ahall 25 e NN Lipeasl
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digteadll b e "D’ Absteanl) (osSra Ciyin oy ALl COIKE e il
Sslaall 28all s Jon ilaglaa o (g5nts 32y Cagheall (o S Gubidl "A
SIA € O A digad) bl S o Ul g Baa) Gld 3 L

D Bglaall ddgiad) aus

A=D%54AD7%5 ... .. (2)

Qs dah st laie ((MLP) Gladall saaie daall A50E0 Loa))ld
LS celldl L Lgihan ol (e cilagleall Jaliilly aan Jah 5aall oy c5anly S0l
Obad) e Slagleddl o ahal) med & (Al lashall (e ajal Aladial S
Gl Gl Jon ilasbaall (he auha ) dala @llia culS LS ¢ Ly "'nodes’
JS Jss laosleal) pen dage - laadall o anhall Ll 5 o) Gumg o5l a24Y)
o> Aage S e (S pa (Glsilly aaly iy b ladiD Sy lgiles (e Baie
Gl ¢ cyiads ) Bale s . pikda aladiol Lo daell (18 e gladl)

) el b

Important: Your Password will expire in 1 day(s) Inbox

MyUniversity 12:18 PM (50 minutes ago)

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

S ANl e aa Al e Jle 27 IS

t S il e AoY) dhall Sl [ dand) ddshan Clua 2y

LY =pPAXWy) ..... (3)
Asleall b lrsss Lgslasn Al i gi i A Byglandl) ddsteanll (el 8 A G
gl e (2)
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Bl Asian & "Wy's « A’ 1"Identity matrix' disell digias & X' Cus
Lol Al o P 5 cdaiall dacll aladiols lgalea oSa S "Weight matrix’
Luin Al o ('sigmoid activation function' Aswdl Laiall ally ) @i

-( "ReLU activation function’

F A i) e clidal) Aad el [ lad) dghias Glang waat (Say
LD =pALW) ..... (5)

= Ja) Ak e 058 (Alg ¢ AN all lasd) [ il distian i o
sda & NN Laal) 4S8l) ) cBaaS ¢ £)a) diday — dpide laihyg
zasaill L jla GULS g SN apl) iy @liae —JlAaY) dada Ji Al
G oandll Clhlee paen gl Gui - A i) aleng cCiiad)
2l T Gl = 2 )AY) dad i clasaal slily Z Y Gl de gane

c el g S 2yl 0" el b ¢ iaY) aeaill) g oladll g A<

p claslially ¢ pilad) el .5

p dgyail) cigd 5.1

Al Glaalgall et Cguls Hlga oo Hle il sda b aodil) Jasall
¢GHZ" jij o 2.3 231 de sl <L, "Intel Core i7 processer” gllas
37335 '"GB" cullaas 32 dewy 'LPDDR4AX RAM" Jlsie Jgas 85135
S BlayL Cbit' < 64 "Windows' sans Juds aUais 'MHZ" sl
.'"Python language’ ¢l eyl 4ad aladiul o5 ¢ el

P LAY 8 desdical) cilibyll degana 5.2
Collection") dllaa¥ly ads¥) i) de sane Liaddial ¢ Jal) gg)dall 128
Chiead et & aadied llg edalall dalie ilily a5 ¢('[21] of Fraud email
(ML) V) aleill 3 Lgaladnn¥ diliahs 43))5ie llall e gana 39 ASTY) 2 )
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s AN 2yl Jileays Mia¥) speail) Jilesy iy daacd &35 .3 palal
) dilay i e "Tecord” dawd) ggimn . Jisill e ¢(0) 5 (1) a0 Loyl

"7-J<all Cphishing Emails’ Jlia¥) aaill b 5€ 3y Al 3685 =
LY il 59 7€) wp Al Gle Jlie st Bdlel sl
'legitimate Emails" e)& 950 2y Alls) 4894 =

: "MLP" iiadl) bana [ slas) 5.3
dabd. "parameters’ <las Ao "MLP" J duianll GlGAN Gl jled (sgias
33a) V) 2all ((MLP) dppan)) 4508l Chias culids 22e ) e «lgius]
Gy (&) eee (oS 2yl Al pai 33U paal Sl CaliYly ¢ )il
il il 'parameters’ Clalae Jawag st & gy ydall 138 el
Ll aes ¢0.1 :"learning rate” alsall Jase ) :0ps< Jie 8820 e dayy el
otk "MLP" cilads sae ccilyd 10 a2 Sl Cagl) ' True" = "Shuffle”
Glasbeall J& Jaee 8 Uad "LosS function” )leal) / 28l alla scilada &0

-(‘cross-entropy error' e Aiea Ay

Pty A @l 5.4

Ao gana paadtl o ¢ Sl g9 pdall 1gd L) aaaill Chicas Laa))led Lllad aniil
Ofiesena ) clhuse Baaadl) Clllly SV e degana a9 (A1 b
—Cpall degena aladinl & Yol L LAY degenay capill degena tpiloaiic
Gilaa s bl On aant A Auingl) duayleall Aueanl) AN Caay - Lewdl
2yl By Gt 200K Adjpaal CNLP" Loapdall 42l dalles g "MLP"
Oty ) Agllaall bl e HLadY) de gane Cigialy culaial (Gl . g 5STY)
UL de sena) lgaiial (50 cAimngl) Laa))leall 'NIN' dusaal) AN Lgndas
(Blawsal) y

by i @liay gl ((2iaill "NN" Lnaal) AKEN aladna) 2y cdlld aa
dnpan]) AK0AN) 5 ool il — HLEAY) Ao gana pladiud w3 L g ST 2yl
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oalie gLl Loy laass o5 Ally ddaddl chhill clgall ke DA e
) tosnlie Leaadial [24 €23 22 ¢10] Lisall clahall 3 dexdid) o)
Lgiylaes Candl 138 8 o ikl Ciuadll o dgai anii) (g o iy cAall clalucady)
Bysdial) (gAY zilall mils sl

2wl Jiley 2= a "False Positive (FP)" <ilsll / cashill olay) Janal)
el e hla I Lanas & ) 'legitimate (ham)' degydall 39 7<)
2e g8 "True Negative (TN)' msall / dal)l obodl Jaead) ¢ Jlia) avas
Al bl Jaadd) doe s Lol o ddiadl degyiall 35 SV 2l il
dealadll g1 wyll diley 2 g» 'False Negative (FN)' i<l /
) Jaeally e ys Ll e phls J<a a2 & "phishing emails’
SaY) il Bl 2e 8 'True Positive (TP)' musall /sl
T Jsall Gy IiaY) el 5wy Bl diad) gy S
cJsadl 8 olial daiagal) il ddshias

iaiail) ddghaa — 1 Jgaal)

Predict
Actual [ - Legitimate (ham) | - phishing
0 - Legitimate (ham) TN (True Negative) FP (False Positive)
| - phishing FN (False Negative) TP (True Positive)

A Gunliall alasiad o oz Slaill o)

TP + TN
Accuracy = TP + TN + FP + FN (6)
.. TP
Precision = - (7)
TP + FP
TP
Recall = .- (8)
TP + FN
FP
FPR = el 9)
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<'Holdout split’ da)k ) :Ciiasl) dled il 2ila (e lerdis Gl cllia
e 21 "Holdout split" da)la & .( [25]'k-fold cross-validation" &k
Gleal il degena o Y LAY desena pladiul Gob (e Ciiad) ;\j
a2 calead) Lalil) e LBaaal) L) degene b Ladll Jaes Guld
Rl Gy canysll Sl Ao gane B G gia ) cale ) ULl desans
exeis oy «'K-fold cross-validation” dayka 8 (1 JLasdU @bkl degesa (e
fold-sst, fold-2nd, fold. ) dlaiic legana ) lsde <o il degesa
exal aygill el lgie eia IS G5Sh Gun gyladia pan I3 (3rd, ..., foldk
Aahise HLas) de gens 23l (bl e K" 230 Chiad) Cayn 5 Gjis 45

cellaa¥) aae laugio a3l Wadll (56K G 6550 (S &

Caalad a3 cAfiand) 81l 03g] = ikl Cahuadl) 3 gail gl e plsal) andil dusailly
S bl aa Je "Holdout split’ ) dayh s . cpisphall GIS aladsul
Gl e 470 Leadiad L Lasd a1y capaill sasly cclilall (o (yiie gane
& edlly ) Gl L laadl (Al 2574) 730 Ly cquynll (Allsy 6005)
&) blall de gans ands P& (10 '3-fold cross-validation” da b alasial
deganar e IS (B ehhe S il Cibeall) )yl ehal ahg tle gana SO
ool Bylell 3l il "2 Joaall o o HLad) e genaS lgaiay iy ddbide

LJsaall

(3Radl) gilai — 2 Jaal

Fold  iteration Precision  Recall Fl- Avg Avg Avg Accuracy
score  precision  recall fl-score

st 0 098 099 098 09857 (09868 09867  0.0868
Fald - — 083 0887 0986

Znd I 0430 0888  0.949 0891 08300  0.9309 0.9913

Fold | 0997 0993 09934

3rd 0 0989 0997 0980 09820 09855 09836 [0.984
Fold | 093 09780 0988
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M3 sl st (me o Tale 43d8lie a5 cChiaill Adghns Jgaa

Caall) 48 ghuas gilis — 3 Jgaal)

Predict
Actual 0 — Legitimate 1 — phishing
(ham)
0 - Legitimate (ham) 4796 98
1 — phishing 74 3611

O Oon 8 LS TN TP 4 Jane 05 of adgial) (e ciiaal) Lllad vl
lgalatind (Karg adigia g8 Lo acdiy @il K5 ¢ paa "FN'y 'FP" a8 Jaxs
aleal) 8 TN "FP" 1 aiill Gk die . aniill Gulie (o 23all e Jsaanll
il Jia Jlaia) ) s Laa <0.015 52 (uledll "FPR" Jase 0la (9) : 8,
Chinaall s Cleas o - i) s Ll e Loyl g 2SN 3l Bl
" Precision” 48l Llua) Jass " Accuracy” dlalill daall dm) aladiuly
CNoledl (3 5.4 sl 13 3 minse 5o LS ("Recall’ glajind) Gelitag
oLl A gl ant il anlis 35 a8 "4 Jeaall' ayey -(8) 5 ¢(7) «(6) :ad)

Jsaall

cpddl) (ulie w3l — 4 Jgaad)

Accuracy 98.2%
Precision 98.5%
Recall 98.3%
f-measure 98.5%

" Precision’ hluadll ailgll Jaugiall alasiul 'f-measure’ (ubie Gl 2
(10) a8y Aslaall & mage ga LS " Recall” ¢ s il

(Precision + Recall )
2

f — measure = ---(10)
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Technology Journal
4,581 g o slall 41 gal) Alaal)

¢ Recall g lafial) (ubia ) iz il liboai Lalal) w56l aulie 43l o33
wlhias " Precision” 48l Lbua! Jazs " Accuracy” dlelill ddall Jazs
at] (8)piiall (55 Sladjall &3 Gaal e ('f-measure’ sl o ial)
0 Genlaed el adl) 'S Jeanll' aaky Aiagl) due) lsall Uadgad dullady 480
f-'5 ¢ Precision’ ' Accuracy' <" Recall') ¢asa (e dlaall < Jlee)

cJsaall 8 olial duag ealls ¢('Measure

oebifa (A3l BluatN) Jana (ALalad) ABAl) Jara Gua (e dliall cid Jlas) A5 ke - 5 Jgaal)
) g Jaa giall (abgia g ple i)

Reference Technique Accuracy  Precision Recall f-
measure
Our model. MultiLayer 98.2% 98.5% 98.3%  98.55%
(L3 5e3) Perceptron (MLP)
Neural Network
(Lai S ,etal., Text 96.94% _ _ _
2015). [27] classification for
phishing
detection based
on RCNN.
(Nguyen M Deep learning 98.37% 97% 95% 96%
,Nguyen T hierarchical long
,Nguyen TH., short-term
2018a). [19] memory networks
(H-LSTMs).
(HalgasL, Deep learning 96.74%  97.45% 95.98% 96.71%
Agrafiotisl,
NurseJRC.,
2020). [2]
(Peng T, Harris ~ Machine learning _ 95% 91% _
I, Sawa Y., algorithm and
2018a). [4] NLP
(Bergholz A et  Machine learning  98.48%  97.95% 97.93% 97.94%
al ., 2008).[26] algorithm using
semantic features
(Fang Y, et al., Deep learningand  98.39%  97.7% 97.6%  97.65%
2019). [5] NLP

SAY) (ML) (W) aletll lias g (bl MLP" Ciias o ¢'5 Jsanll’ el
O Adaadle 2l (g pdfine 883 Jaeay Mia¥) aeaill 39 5V ) Galins) &
caea Al 'Bergholz Aset al., [26]" casaly Slseym dul (& dexiioall 4l
(el z i) lidee e 13lae) (ML) V) aladl) el crensial ¢ ef a8
waa3 Jles dal e Adead) 8 Jasll Jlad) jes @hd) a3bess alls all

i gine golall (5 is
Al 5 sl A4 ) Alaal
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Ciall lindgad ()8 cclld aag . abeil) e sl agumg ST Lalasl) Jaang il
ke Loy degiaall el zhadaly dlaall jad Jass ) daladl ol &5l
lpeadiud 33 'Bergholz Aset al., [26]" oAty Slseym & el o
V55 A 2yl By e ans o ) Ailgia e Laliy¥) clual Citllay Al
Fang Y," gaaly gld duhy b ¢ lld I 23LaY L Clinks” by, o gins Y
Cilnly yntd 5o S a0l Caseais Olsie e OIS sardid 3t ¢ et al., [5]
1 il (ggina laty = gl Ciadll lindgal a sy ety cde i) il
"Memory Complexity" 3,813l st (e Jlas Lea ¢ g ST 20y Ay asa]
a8all aluat) Jare ge deadl IS0 7 ikl Caleadll 73505 Jarg celld Caila )
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